Abstract. Over the last decade many methods for location privacy have been proposed, but the mapping between classes of location based services and location privacy methods is not obvious. This entails confusion for developers, lack of usage of privacy methods, and an unclear roadmap ahead for research within location privacy. This paper presents a two-dimensional classification of existing methods for location privacy grouping them by the type of location based service to which they apply and location privacy method category. The types of location based services identified are Point-of-Interest, Social Networking, Collaborative Sensing, and Route Tracing, and the high level location privacy method categories are Anonymization, Classical Security, Spatial Obfuscation, Temporal Obfuscation, and Protocol. It is found that little work exists on location privacy in the areas of Social Networking and Collaborative Sensing, and that insufficient work has been done in Route Tracing. It is concluded that none of the existing methods cover all applications of Route Tracing. It is, therefore, suggested that a new overall method should be proposed to solve the problem of location privacy in Route Tracing. Furthermore, future challenges are identified.
Introduction
With the number of smart phones based on Android and iOS soon exceeding the number of stationary and laptop computers on the Internet, applications for these devices, usually referred to as Apps, are penetrating the everyday life of people. One of the interesting aspects of Apps is that they are able to incorporate sensor data from the device and use it to provide services based on this. Currently, many apps are available for these devices and a subset of these use the location of the device (computed in some way using one or more sensors) as an integrated and essential part. These are called location based services (LBSs). In February 2010, there were 6,400 LBSs in Apples AppStore and more than 1,000 LBSs in Androids Marketplace 1 . Using location as an integrated part of an application has enabled a number of new application domains such as navigation, friend finder, route tracking, etc. However, these services require the user to disclose his location. This introduces the concern of preserving the privacy of the user. In 1993, Bellotti and Sellen recognized that ubiquitous computing is particularly prone to attack on privacy [5] and in 2001, Langheinrich proposed six guidelines to system design to include privacy concerns [26] . Since then a lot of different methods for location privacy have been introduced, but each of them for a specific application domain and usually to solve a very specific problem. This makes it difficult for a developer to choose how location privacy should be obtained, and hence location privacy methods are often not added. Furthermore, there seems to be a lack of work in location privacy for other than Point-of-Interest (POI) services, e.g., GPS navigation, where a user can query a service for route to an address. However, during recent years new types of LBSs have emerged where the usage of location has become increasingly complex. Position is no longer shared only with a service, but might also be shared with other users in real time. Furthermore, other things than just the position might be shared with the position receiver making things such as recommender services possible. This makes it interesting to categorize LBSs in relation to location privacy, and thereafter place the existing location privacy methods using this categorization. The contribution of this paper is twofold. The first contribution is to provide an overview of how existing location privacy methods relate to different types of LBSs, hence aiding the developer in the choice of privacy method. This is done using a two-dimensional classification scheme with type of LBS on one axis and high level location privacy method on the other. The existing work is then placed in this categorization, and hence a developer can consult it to choose an appropriate method for his location enabled app. The second contribution of this paper is to provide the research community with a road-map for research in location privacy. This is done by analyzing the above mentioned overview to reveal gaps in research. It will then be considered whether the location privacy methods of the classification can solve the gaps, and if this it is the case that a category has issues that cannot be solved with existing methods, a new method will be proposed.
Several other papers have addressed the problem of surveying and classifying location privacy methods. Krumm [25] identifies a number of open research questions in location privacy by identifying location privacy methods, attacks on these, and by surveying the results of empirical studies. Scipioni and Langheinrich [34] recognize the need for further research to be done in relation to location privacy in the newer LBS category of Social Networking (SN) services, and they propose a categorization of LBSs based on the multiplicity between sender and receiver of location. Christin et. al [8] survey the entire area of privacy in participatory sensing including location privacy. However, the three mentioned papers lack a way to make the coupling between existing methods and how they can be applied to different categories of LBSs.
The rest of the paper is structured as follows. Section 2 and Section 3 describe the two dimensions of the classification. Section 4 places the existing methods in the classification. Section 5 covers open challenges and Section 6 provides a conclusion.
Categories of Methods for Location Privacy
In the following we present our categorization of location privacy methods. This is based one a categorization proposed by Andersen [3] , which builds on the work of Duckham and Kulik [12] . In this paper we divide privacy methods into the five categories of: Anonymity, Classical Security, Spatial Obfuscation, Temporal Obfuscation, and Protocol. We elaborate on these categories in the following:
Anonymity methods obtain privacy by hiding the identity of the user when providing the location. It is therefore possible to see the exact location, but impossible to tie any user to the location. A sub-category of anonymity is pseudonymity where the user's real identity is replaced by a pseudonym, and the idea is then that it should be impossible for an adversary to use this pseudonym to identify the user's real identity.
Classical Security methods provide privacy using classical security methods. This can be either cryptography or security policies. In cryptography the position can be encrypted using either a secret or public key encryption scheme (usually public key), so that only the provider and consumer of the position will be able to read the contents, hiding it from adversaries. When using security policies it can be expressed who can and cannot gain access, similar to access control lists in file systems.
Spatial Obfuscation methods obtain privacy by obfuscation the position of the user in space. This means that rather than providing a single point as the location an area A is provided to the position receiver.
Temporal Obfuscation methods provide privacy by obfuscating the position of the user in time. This means that instead of providing the user position in real time, the location is provided at an obfuscated position in time by adding Δt.
Protocol Privacy is obtained by having a custom protocol to enhance the privacy. This is usually used in combination with anonymity or spatial obfuscation to either hide the user identity or aid in obfuscating the position.
Categories of Location Based Services
In this section we will provide a categorization of LBSs. The categorization is defined in relation to relevant properties of location privacy methods. This is partly inspired by Andersen [3] who proposes LBS categories and Scipioni and Langheinrich [34] who divide SN services into categories based on multiplicity between sender and receiver. It is our claim that the latter applies to a broader range of LBSs than just SN. Besides that we include details about the position sensitivity, importance of ID, and whether the position is shared in real time. We use this to emphasize what differs between the types of LBS that we identified. The interesting properties are:
Receiver. Who is receiving the position? This can either be a service which is running on a server or it can be peers where other users will use the position. A last option would be the case where the service runs locally, as it is the case in most car navigation devices. However, if everything runs locally the privacy concerns change. If the phone is stolen it is suddenly a threat to the privacy if sensitive information is located on the phone. This is, however, not in the scope of the privacy of intended sharing of positions and is therefore omitted.
Number of Receivers. The number of users which will receive the position. Can be 1 or n.
Number of Users. The number of users which need to provide their position in order for the LBS to make sense. Can be 1 or n.
ID Importance. How important is it for the LBS to know the true identity of the user. Can be High, Medium, or Low. High means very important, medium means that it depends on the specific application, and low means that it is not needed.
Spatial Sensitivity. How important is it to place the user in an exact point rather than an area. Can be High, Medium, or Low. High means that exact position is needed, medium means that it depends on the specific application, and low means that an area can be provided instead.
Temporal Sensitivity. How important is it that the user is placed in time. Can be High, Medium, or Low. High means that the LBS needs the time, medium means that it depends on the specific application, and low means that time is never essential.
Sharing Phase. Is the data shared in real time, or at a later stage. Referred to as online (real time) and offline phases.
In our categorization of LBSs, we will call the simple request-reply applications Point-of-Interest (POI), everything concerned with social networks Social Networking (SN), and participatory sensing Collaborative Sensing (CS) as we in the CS category focus on the type of LBSs where users share data with everybody. Furthermore, none of the three mentioned categories cover an emerging type of LBS, namely Route Tracing (RT). In this category of LBSs, instead of sharing a single position, the user shares a trace of coherent positions. The four categories are explained in detail in the following. Table 1 lists the important properties in relation to location privacy for the four mentioned categories. Point-of-Interest. POI services are the first LBSs which appeared. Here a user sends a request to a server for nearest POI. This can e.g. be gas stations or the local weather forecast, and the service then replies with a set of coordinates, localized information, or possibly a route direction to the POI. In POI services, a single user queries a server to find the nearest POI. I.e. we have a 1 to 1 relationship between users and receivers. As the server needs to know who to send the reply to, ID has high importance. POI services are highly spatial sensitive as the precision of the reply depends on it. When the user is moving, POI services are, furthermore, very sensitive in regards to temporal aspects. POI services are only relevant in an online phase.
Social Network Services. SN services have become popular over the last few years with the wide adaption of Facebook Places 2 , Google Latitude 3 etc. In these services, users share locations (and optionally meta-data) with friends, which are considered peers. SN services have a 1 to n relationship between providers and consumers, as the provider wants to share his data with a well defined (sharing with all is also considered well defined) set of receivers. As SN services are in nature self-promoting, the ID of the user is very important. Spatially, the sensitivity is of medium importance, as it is only important to tie the user to a place which might be defined as an overall area, e.g., in Facebook places where the user's location might be a building complex. Temporal sensitivity is also high as it is not interesting for receivers to know that the user at some point was at a concert if the receivers are trying to meet up with the person. SN services are interesting in an online phase.
Collaborative Sensing. In CS services, the users collect data and provide them for a service and potentially all other users. An example of this is a traffic monitoring system such as the one provided by Google Maps 4 . CS services have an n to n relationship between sender and receivers as it is vital that all the users participate for the service to make sense, and that everybody can access the data. The ID of the individual user is of low importance as it is rather the data he provides that is relevant to the service. Spatially and temporally the sensitivity is high as the exact position is needed as well as the position in time is important. CS services are interesting in both online and offline cases. This is illustrated by the traffic monitoring example. Here the data can be used to get a real time image of the traffic at a certain point, but the data can also be used for analysis of areas often prone to congestion.
Route Tracing. The above categories cover all LBSs where a position is shared in real-time, or in an online phase. However, if we want to share a trace of positions collected earlier, in an offline phase, we have another set of privacy challenges. In RT the users collect a trace of positions linked in time rather than a single position. An example is sharing exercises such as running routes in systems such as Endomondo 5 where users then can compete on the same routes and distance and analyze performance. Furthermore, RT is becoming widely adapted by insurance companies offering usage-based insurance. An example of this is Alkabox 6 where a box records the GPS position in conjunction with acceleration data and calculates insurance based on these in case of an accident. RT is a relatively new type of LBS but is very important as not only are people sharing exercise routes, but companies are starting to record data about their customers. Furthermore, it has been proposed to use RT for road pricing [11] and hence the government might be able to track citizens leading to a big brother scenario. It is therefore the opinion of the authors that the area of RT is of high importance. That RT should be a category on its own has not yet been proposed in the literature, but as it has different properties than the rest of the categories proposed, it is indicated that RT is not covered by any of the other categories.
In RT, the trace is shared with peers or a service, and the multiplicity between senders and receivers is 1 to n. ID in itself has medium importance depending on the specific application domain. In insurance it is necessary for the insurer to know the ID, but in exercise sharing it is less important to know the exact ID of the user. Here, characteristics of the user might be enough. Spatially, the precision needed is medium as the appropriate accuracy of the position depends on the application area. Temporally, the sensitivity is also medium as it is important to be able to place the individual positions in relation to each other. However, the positions might not need to be placed in time of day. RT is done in an offline phase.
Classification of Existing Methods
In the following section, we will classify the existing location privacy methods with respect to the two above mentioned dimensions. Thereafter, we will analyze the contents of the table focusing on empty or close to empty cells and reason about whether the gap has a logical explanation or it is an open area needing more research. The result of the classification can be found in Table 2 .
A challenge for the classification is that some methods combine several types of privacy methods. An example is CacheCloak [29] which is a combination of anonymity and temporal obfuscation. The papers where this is the case, are placed in the category where they fit the best by the authors judgment. In the case of CacheCloak this is anonymity. To discuss the result of the classification we start out with the filled cells: A lot of work has been done on anonymization in POI [6, 15, 29, 14, 18, 33 ]. An example is k-anonymity [15] where the user is indistinguishable among k − 1 other users. Classical security in POI is also well covered [1, 22, 21, 32 ]. An example is Confab [22] which is a framework providing basic security mechanisms for controlling access to data. Spatial obfuscation has also been a main area of interest in POI [4, 36, 16, 23, 28, 38, 7, 30, 13, 20, 27] . The New Casper [30] is an example where the user is placed in a grid structure rather than in a single point. Though, not a lot of work has been done in temporal obfuscation, Gruteser and Grunwald [17] have made comments on how such a method should work. Finally, in POI work has been done in creating custom privacy enabling protocols [2, 37] . An example is MIST [2] where the routing of the data makes it very difficult to track the origin of data.
In classical security for SN, some work has been done in the Loccacino project [10] . Here user controllable privacy has been tested, mainly with the use of access control lists. Within SN there has also been work in spatial obfuscation with proximity queries [27] where a threshold is used to obfuscate the position of the user.
Some work has been done in anonymization for CS [9, 35, 19 ]. An example of this is Hitchhiking [35] where the user's ID is hidden.
Lastly, there has been some work done on spatial obfuscation for RT [24, 31] . An example of this is adding Gaussian Noise to a trace, hence rendering it impossible to distinguish the actual positions from the added noise [24] .
Next, we will comment on the obvious empty cells in the table. One of the first things to notice is that close to no work has been done in temporal obfuscation for any category. With Table 1 in mind, this is explainable with the fact that all LBSs have high or medium temporal sensitivity, and hence the method is not well suited for LBSs. The next thing to notice in the table is that the POI category is well covered in all location method categories, and hence it should be easy for a developer to choose an appropriate method for any kind of application within this LBS category. Moreover, it seems that this area is well researched, as a large variety of methods have been proposed.
In relation to SN services, not that many methods have been proposed. Here the anonymization category is empty. In relation to our definition of SN services, this makes sense, as the purpose is for the user to share some information about himself. If the data was anonymized it would be impossible to tie this information to a user. The fact that there has only been done work in the categories of security and spatial obfuscation indicates that these categories fit well to SN, but protocol seems to be an unexplored area with possibilities.
In the CS category, there has only been published anonymization location privacy methods. This is due to the fact that when data is anonymized it is difficult to infer a specific user, and since these applications cover LBSs where user ID is irrelevant, this make sense. Sometimes it might, however, make sense to apply some of the other methods to further enhance the privacy of the participating user. This could e.g. be in a weather sensing application where an area rather than a point might be enough. Hence, CS also has unexplored areas.
Lastly, we see that RT only has work done in spatial obfuscation [24, 31] . This works fine for some applications of RT, but for the applications mentioned earlier in Section 3 these methods have limited applicability. This is e.g. the case for usage based insurance. Snapping to a grid, as done in Spatial Rounding, might hide the fact that the user has driven in a certain high-risk area which would increase the insurance (depending on the insurance policy and resolution of the grid). In adding Gaussian noise there might be the problem that the insurance company would charge the user for being in all positions (including the noise), and hence this has a potentially huge disadvantage for the user. Lastly, using selective hiding the user could choose to always hide a specific high-risk area in his trace.
As mentioned earlier, RT is becoming more and more used, and considering the mentioned possible applications it is very important to develop privacy methods which cover these as well. An observation is that other categories of LBSs are concerned with sharing a single position and RT is concerned with sharing an entire trace of positions. This observation suggests that it might be a good idea to do some research in an entirely new high level method for location privacy.
Open Challenges
As identified in this paper there are still a lot of open challenges in the area of location privacy. We see challenges in three main areas: Location Privacy Methods, Software Engineering, and User Awareness.
Location Privacy Methods require more exploration of protocol and temporal obfuscation for SN services; spatial and temporal obfuscation, protocol, and classical security for CS; and all areas of RT. Moreover, we suggest that emphasis is put on developing a new category for RT as RT has many features that differ from the other categories of LBSs. This is mainly due to the fact that a trace rather than a single position is shared. It is a challenge that for some domains of RT spatial rounding, adding noise, or using selective hiding are not applicable.
Software Engineering calls for further examination of how application developers can be aided in adding location privacy to applications. The categorization presented in this paper is the first step, but currently no tools or frameworks that can aid the developer in adding location privacy to LBSs exist. The ones that do exist are only concerned with very specific types of LBSs in mind. It would be interesting to examine the effects of providing application developers with such a tool or framework, and see if it has an impact of how often location privacy methods would be used.
User Awareness is problematic as users are not all that concerned about sharing their location with others. This is the case, even though research has shown the potential dangers of doing so. Futhermore, research needs to be done in how we make people aware of the possible dangers of sharing location data. It seems that a demand from users could drive the developers to care more.
Conclusion
In this paper we presented a two-dimensional classification of location privacy methods in relation to types of LBSs. In this classification we placed the existing privacy methods proposed by the research community. This will serve as a reference for LBS developers wanting to add privacy support to applications. Furthermore, the classification had the purpose of pointing out open areas in location privacy research. The results were that POI is fully covered and less research should be focused on this area. However, there are open issues in the areas of SN and CS services where more privacy methods should be explored. Moreover, the classification showed that the area of RT, though important, is close to unexplored, and that the methods proposed do not cover all applications of RT, suggesting that none of the high level location privacy methods fits the specific purpose. It is concluded that a new category of location privacy methods is needed for this RT.
